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1 INTRODUCTION

The General Data Protection Regulation (EU)2016/679)) (GDPR) defines six legal bases under which
personal data can be processed. Article 6(1)(f) refers to legitimate interests as a lawful basis for processing

where:

“processing is necessary for the purposes of the legitimate interests pursued by the controller or by a third
party, except where such interests are overridden by the interests or fundamental rights and freedoms of the
data subject which require protection of personal data, in particular where the data subject is a child.”

A controllers' interests can be defined as an advantage or benefit to them; or a stake in the processing or
outcome. It is because of these 'interests' that the Regulation warrants an evaluation when using this legal
basis, with Recital 47 stating "the existence of a legitimate interest would need careful assessment”.

Therefore, we conduct hereby legitimate interest analysis to reveal the interest on processing the personal data

below.

2 RELYING ON LEGITIMATE INTERESTS
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The final stage of a Legitimate Interests Assessment (LIA) is to balance the processing against the individual’s
interests, rights and freedoms. This means documenting and demonstrating an evaluation of those rights and
freedoms and ensuring that the individual’s interests do not override that of the controller.

This stage is about considering the impact the intended processing will have on an individual and evaluating
any impact against the controller’s identified interests.
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LEGITIMATE INTERESTS ASSESSMENT (LIA)
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Data Controller

Data Subject(s)

Nature of personal data
processed

Purpose of Data Collection

Recitals 162 to GDPR

Special category, criminal
offence or children's data

Process owner

Assessment Start date

Decision Date
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LEGITIMATE INTEREST ANALYZES

A) IDENTIFYING A LEGITIMATE INTEREST

- ——

What is the purpose of the
processing operation?

Is the processing necessary
to meet one or more
specific organisational
objectives?

Is the processing necessary
to meet one or more
specific objectives of any
Third Party?

Does the GDPR, Privacy
Regulation or other national
legislation specifically
identify  the processing
activity as  being a
legitimate activity, subject
to the completion of a
balancing test and positive
outcome

No. But Recitals 162 to GDPR
proclaims the following:

"Where personal data are processed
for  statistical  purposes,  this
Regulation should apply to that
processing. Statistical purposes mean
any operation of collection and the
processing  of  personal  data
necessary for statistical surveys or
for the production of statistical
results. Those statistical results may
Sfurther  be used for different
purposes, including a scientific
research purpose. The statistical
purpose implies that the result of
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Why is the processing
activity important to the
Controller?

processing for statistical purposes is
not personal data, but aggregate
data, and that this result or the
personal data are not used in support
of measures or decisions regarding
any particular natural person.”

B) THE NECESSITY TEST

—

1 is there any alternative way
to achieve the objective
without conducting this
processing activity

B) THE BALANCING TEST




Would  the individual
expect the  processing
activity to take place?

Does the processing add
value to a product or
service that the individual
uses?

Is the processing likely to
negatively  impact  the
individual’s rights?

Is the processing likely to
result in unwarranted harm
or distress to the
Individual?
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Would there be a prejudice
to Data Controller if
processing does not
happen?

Is the processing in the
interests of the individual
whose personal data it
rclates to?

Are the legitimate interests
of the individual aligned
with the party looking to
rely on their legitimate
interests for the processing?

The processing is of potential and
balanced interest to both parties. If
the individual chooses not to engage
with the processor, neither party
benefits. If the individual does
choose to engage, both parties are
likely to benefit.

What is the connection
between the individual and
the organisation?

10

What is the nature of the
data to be processed? Does
data of this nature have any
special protections under
GDPR?
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11 |Is there a two-way | Ongoing
relationship in place
between the organisation e Periodic

and the individual whose e No relationship as yet
personal information is
going to be processed? If so
how close is that
rclationship?

12 | Would the processing limit | No - unsubscribe is always available
or undermine the rights of | and consistently recorded.

individuals?
If any third party object to processing
of the data we delete it immediately.
I
13 | Has the personal
information been obtained
directly from the
individual, or obtained
indirectly?
14 | Is there any imbalance in | There 1s no imbalance - the

who holds the power |individual is extremely unlikely to
between the organisation | depend on (can choose other,
and the individual? competing seller) and can un-
subscribe at any time.

15 |Is it likely that the
individual may expect their
information to be used for
this purpose?
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Could the processing be
considered intrusive or
inappropriate? In particular,
could it be perceived as
such by the individual or in
the context of the
relationship?

17

Is a fair processing notice
provided to the individual,
if so, how? Are they
sufficiently clear and up
front regarding the
purposes of the processing?

18

Can the individual, whose
data is being processed,
control the processing
activity or object to it
easily?

19

Can the scope of the
processing be modified to
reduce/mitigate any
underlying privacy risks or
harms?
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D) SAFEGUARDS AND COMPENSATING CONTROLS

What existing safeguards are in place?

Protective measures for data access control

All servers and services are subject to continuous monitoring. This includes the logging of personal access in
the user interface.

Due to the close proximity of the employees, a visual inspection is possible at any time.
Locking and/or logging off when leaving work is prescribed in writing and is practised.
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Annex 1

Demo of Statistics provided by

Nikita Tepikin, Lawyer, Legal Kornet
LLM, Esq. Patent Counsel, NY License Attorney,

Registration number 5251814
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